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Software quality lore

1. Software should be designed, implemented, tesied and

Decision support systems: cocmened g esatlsed ity matrcs 69, e

A duty Of cae . Anexplicit quality plan should ke developed, covering
all phases of implementation, testing, maintenarce d the
sy stem.

Testing should be carried out against this plan, with all
tests and their results recorded for subsequent review.
In caes of significant levels of clinical risk, formal
design and verification of critical camporents of the
sy stem may be required.

A new problem? Medical content

1. Peer review. This may include stati c reading of
content and operational review (practical testing .
againg standard clinical cases). PROfOI’ ma. .

2. User review. All content should also bevisbleto A levd 3 technology for decision
the professiond s who use the systemin static form support and careflow management
(eg.asintelligibletext) and in context (e.g. as
patient-specific explanations).

3. Whererisks are high, automated design and
checking of the knowl edge content and | ogic will
increasingly havearole.




Decision

decision :: 'Diagnesis_decision';
caption ] i i H
candidate
argument :: for,age < 35 OR weight = normd attributes
argument_name : 'age < 35OR weight =normd";
end attributes;
recommencdhtion :netswport(decision_11, ‘peptic ulcer) >=1;
candidate arcer';
:: for,kiopsy =abnormal attiibutes
biopsy =abnormal’;
end attributes;
argument :: for,age >=50 AND Weight = down attributes
argument_nam ‘age >=50 AND Weight =down';
caption derly patient has It weight™;
end attributes;
recommenchtion znetsypport(dedision_11, ‘carcer)>=1;
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The Syntax and Semantics of the PROforma gui celire mocel ling

language

Tallis publishinglifecycle

Web
rces
Resources

(eg. Arén OL,
PRORMA.)

patient_dscharged =yes;
atient_recowvere
component :: '‘Diagnosis_dedision’;
schedule _corstrant:: canpleted(‘Patient_history”) ;

component
schedule_corstrant:: canpleted('Diagnosis_decision’) ;
number_of_cycles
component >
schedule corstrant:: canpleted('Diagnosis_decision’) ;
number_of_cycles
end plan.

vidence

Patient safety

Standard lore: lessons from softwar e safety engineering (I EC
61508)

HAZOP) is an important established technique. Each hazard
represents an obligation on developers to make appropriate
design changes.

Testing must demonstrate all saf ety obligationshave been
discharged.

A “safety case” should be prepared to document identified
hazards, management options, design doices and asciated
safety arguments

Applications may include active risk and hazard management
during operation, such as aitomatic situation monitoring and
appropriate human or software interventions



Ethics Legal liability

e Theehical implicaionsof decision support Questions about legal liability in the use of

and relaed developmentsarenot (to my decision support software arelong-standing

know edge) being Widely discussed. If adecision support sysemgives bad advicethen
who is responsible?
— the software designers?
— the providers of the medical knowledge that it uses?
— the healthcare professionals who are responsible for the

final clinical decison?

No-oneknows, so far as we can establish thereis
no caselaw to esteblish therelevant precedents.

Disclaimers? Conclusions

* “The Softwareis provided® ASIS’, without any * CDSSs havethe clear poteatialto leadto
warranty asto quality, fitness for any purpose, paient harm aswell asbenefit

conpl eteness, accuracy or freedom fromerrors” ) .
o Quppliersof DStechnologies(and gandards

“|n providingthis expert system [the company] organisations, andthe healthcare provide's
does not meke any warranty, or assume any |egal who adopt them, owe a duty of caeto
liability or responsi bility for its accuracy, pursuethe highed gandards of quality and

conpl eteness, or useful ness, nor does it represent . . .
that its usewould not infringe upon private safety in their design and deployment.

rights”.

More ...

Nancy Levesonclassic book, Safeware
Felix Redmill et al Software HAZOP, Wiley 1999

Fox and Das, Safe and Sound: Artificial I ntelligence in
Hazardous Applications, MIT Press 2000.

www.openclinical.orq

— A service to the canmunity : resources on knowledge
maragement, decision support, workflow etc.

—2-3000 visitorsa month
— Technology reviews; prg ects and prodicts; application
archive; demongtrations; white papers on quality and saf ety




